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Goal

Understand
the history, actors, and issues in the 

DNS Ecosystem.



Terminology Revision
TLDs  /  ccTLDs  /   gTLDs

Zone / Zone files

Recursive Resolver  /  Authoritative Nameserver

Anycast



DNS Hierarchical Namespace
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DNS Administration: A Simplified History
● Before 1999, Department of Commerce, SRI-NIC, Network Solutions

● After 1999, Department of Commerce identified Internet Corporation for 

Assigned Names and Numbers (ICANN) to administer the DNS
○ gTLDs have to obey rules set forth by ICANN

○ ccTLD rules are determined by each country

● Department of Commerce NTIA gave up final control to ICANN in 2016



DNS Stakeholders
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Registry Registrar Registrant
Registrant is the 
domain owner.

Registrar handles 
registration of 

domains.

GoDaddy

Registry handles 
operations

Verisign
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How to get your own TLD?
Apply for one [icann-newgtlds]! In 2012 it cost $185,000. 

Blockchain DNS? Not official. 

No guarantees about future namespace collisions.

https://newgtlds.icann.org/en/announcements-and-media/announcement-06nov23-en


Discussion
Why have separate registrars and registries?



Life of a DNS Query
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Life of a DNS Query
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What role does the Registrar play?



Life of a DNS Query
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Configuration Updates
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Configuration Updates
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Ecosystem Threat Model

19

Registry Registrar Registrant
Parent Zone Child Zone

EPP      Web Portal / API



Ecosystem Threat Model

20

Registry Registrar Registrant
Parent Zone Child Zone

EPP      Web Portal / API

Registrant Compromise

Attacker can modify 
domains owned by the 

registrant



Ecosystem Threat Model

21

Registry Registrar Registrant
Parent Zone Child Zone

EPP      Web Portal / API

Registrant Compromise

Attacker can modify 
domains owned by the 

registrant

Registrar Compromise

Attackers typically 
compromise EPP 

credentials.

Attacker can modify 
*all* domains managed 

by the registrar.



Ecosystem Threat Model
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Registry Registrar Registrant
Parent Zone Child Zone

EPP      Web Portal / API

Registrant Compromise

Attacker can modify 
domains owned by the 

registrant

Registrar Compromise

Attackers typically 
compromise EPP 

credentials.

Attacker can modify 
*all* domains managed 

by the registrar.

Registry Compromise

Attacker can modify 
*all* domains in the 

TLDs managed by the 
registry



...



The Problem: Attackers Targeting DNS Infrastructure
In 2014, Snecma (now Safran Aircraft Engine Company) targeted by attackers
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Broader Context
❏ Part of a larger coordinated 

attack against aerospace 

companies.
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Broader Context
❏ Part of a larger coordinated 

attack against aerospace 

companies.

❏ Use of many known tactics

❏ Spear phishing

❏ Malware

❏ Doppelganger Domains
26
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Domain Hijack In Practice

Client Logging Into “Secure” Network…



Normal Resolution
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Malicious DNS Delegation Update (Circa 2014)

Ask ns[1,2].acfine.net



Attackers Target DNS Delegation Update Mechanism

Ask ns[1,2].acfine.net
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Attackers Redirect All Users

Ask ns[1,2].acfine.net67.198.195.126

67.198.195.126
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Attackers Redirect All Users

Ask ns[1,2].acfine.net67.198.195.126

67.198.195.126



❏ Prompt malicious downloads

❏ Mimic webpage to harvest credentials

Next Stage of Attack



What about TLS Certificates?
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using “Domain Validation” uses DNS 
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❏ TLS protects against AiTM 

(adversary-in-the-middle) attacks

❏ Automated TLS Certificate Issuance 

using “Domain Validation” uses DNS 

to authenticate domain “ownership”

❏ Attacker controls DNS → can obtain 

TLS certificates for the domain

❏ Malicious but legitimate!

Implicit Trust Dependence

CT Logs allow for auditing!
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Anatomy of a Targeted Domain Hijack
❏ Acquire ability to control DNS delegations

❏ Hijacks characterized by multiple brief updates to evade detection

❏ Attacker can bypass TLS, and DNSSEC protections

❏ Set up infrastructure to mimic target domain

❏ Infrastructure uses maliciously obtained TLS certificate

❏ Practically, indistinguishable from legitimate infrastructure

❏ Harvest credentials or compromise redirected users to infiltrate target organization
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Learning New Tactics…
❏ Attack adapted from a previous 

attack targeting NYTimes.

❏ Attack targets the same 

registrar three months later.





Hijacked Domains (Retroactive Identification)
Identified 41 domains as hijacked (between 2017-2020)

● 33 domains re-identified and verified from previous reports

● 8 domains not previously identified

High confidence manually evaluated hijacks! 

Many many more domains where there is circumstantial evidence 
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Kyrgyzstan Hijacks

Hijacked Domains Attacker Infrastructure

Date Domain Target Organization Malicious IP Malicious ASN Geo

Dec'20 fiu.gov.kg mail Financial Intelligence Service 178.20.41.140 AS 48282 Russia

Dec'20 invest.gov.kg mail Investment Portal 94.103.90.182 AS 48282 Russia

Dec'20 mfa.gov.kg mail Ministry of Foreign Affairs 94.103.91.159 AS 48282 Russia

Jan'21 infocom.kg mail Internet Services Provider 195.2.84.10 AS 48282 Russia
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https://securelist.com/darkhalo-after-solarwinds-the-tomiris-connection/104311/

To continue using the email service, you 
must install the security update: 

Download Update

https://securelist.com/darkhalo-after-solarwinds-the-tomiris-connection/104311/
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Discussion: Integrity
Can DNS responses be modified?

Can one tell if the responses are modified?

Does it matter if they are modified?



Discussion: Integrity
Can DNS responses be modified?

Can one tell if the responses are modified?

Does it matter if they are modified?

SSL Certificates to the rescue(?) !



DNS Interception
● Intercept DNS Queries

○ Exploit lack of integrity check on DNS responses

● Interception by whom?
○ ISPs

○ Governments

○ Companies

● Interception where?



Where can Interception occur?
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DNS Interception: Why?
● Censorship

● Parental Controls/Firewalls/Security

● Advertising
○ Take over NXDOMAIN queries.



Discussion
You own a domain example.com. 

● Webpage on www.example.com does not load
● You see your mail at you@example.com stop.

What are potential root causes?

http://www.example.com
mailto:you@example.com




Discussion
You own a domain example.com. 

● Webpage on www.example.com does not load
● You see your mail at you@example.com stop.

What are potential root causes?

● Lame Delegation
○ Typo in A/NS Records
○ Misconfiguration
○ example.com NS not working
○ IP addresses unreachable

● Domain expired?
● Hijack?

http://www.example.com
mailto:you@example.com


DNS Cache Poisoning
● Attack that exploits implementation

● Vulnerability in old implementations

○ Client used same UDP Port

○ If attacker guessed 16 bit ID then they could poison cache.

○ “Fixed” by randomizing UDP source port.
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Discussion
You own a domain example.com. 

● Webpage on www.example.com does not load
● You see your mail at you@example.com stop.
● The authoritative nameservers have changed.
● You cannot log into your registrar account.

How did the hijackers hijack it? -- Registrars!

What do attackers do to offload the domain?

http://www.example.com
mailto:you@example.com




More DNS



DNS Tunneling
● DNS is typically not blocked at organizational firewall

● Some organizations block .xyz TLD

○ But do not block DNS queries

● Can use DNS queries to exfiltrate data!



Alternative Root



Blockchain DNS


