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What Internet security problems plague us foday?

(1) Vulnerable/Exposed Services on the Internet
(@) Sensitive data leakage
(b) Ransomware
(c) Botnets — Distributed Denial of Service

(2) “Bulletproof’/ “Neutral” Hosting
(@) Network attacks
(b)  Misinformation

Real world consequences

(attacks on natural resources, hospitals, information sources, vaccination rates)



How are network intrusion attacks orchestrated on the Internet?



Colonial Pipeline ransomware attack - May 2021

- May 7: Attackers
penetrate, encrypt, and
hold internal systems for
ransom

- May 7 -- May 12: colonial
pipeline operations are
shut down

- Fuel shortages across
the entire east coast
(affected drivers, airlines,
etc)



DarkSide ("Ransomware-as-a-Service”)

- Responsible for |
Colonial Pipeline ‘ ‘ DkSi
Hack

- Operates from
Russia
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How do attackers (and researchers) find
Internet services to gain control of (study) ?



Finding services using Internet scanning

- Internet Scanning: The process of connecting to IP addresses on chosen
ports in order to detect active services



Most commonly used™ TCP Internet scanning methodology

Client Server
Port 80

ZMap SYN

Layer 4 Handshake:

SYN/ACK find all TCP responsive hosts

RST
HTTP



Most commonly used™ TCP Internet scanning methodology

Client

ZMap SYN

SYN/ACK

RST
HTTP

ZGrab

“HTTP GET/"

HTTP/1.1 301 Moved Permanently\nVary: Accept-Encoding\nReport-To: {"endpoints"[{"url":"https:\/\/a.n
el.cloudflare.com\/report\/v3?s=YZ0e1KDykdeoGxthz820jaL EBXMHvM4RIpPbziMQP6Am5YdApv88olo

GXEGbE9dxGSwdFtp36LmCzYq00%2F9PXvXPMVNVOBozH4UOgi5SrbE8Brevun3Vpl%3D"}],'group™:"cf-n
el''max_age":604800}\nServer: cloudflare\nNel: {"report_to":"cf-nel"'max_age":604800\nContent-Type: t
ext/html\nDate: <REDACTED>\nCf-Ray: 6a746b1bce112ca1-ORD\nLocation: https://1.0.0.1/func/web_m
ain/display/webauth_http/webauth_http_client_login\nConnection: keep-alive\nContent-Length: 167

Server
Port 80

Layer 4 Handshake:
find all TCP responsive hosts

Layer 7 Handshake:
find what service is running on
the host

“Service Banner”



Layer 4 Internet scanning (continued)
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Finding services using Internet scanning

IPv4: connect to all ~2*32 IP addresses on a subset of “interesting” ports and
protocols
(e.qg., HTTP/80, TLS/443, TELNET/23)

~1 hour to scan 100% of IPv4 on 1 port at 1Gb/s bandwidth



Finding services using Internet scanning

IPv4: connect to all ~2*32 IP addresses on a subset of “interesting” ports and

protocols
(e.qg., HTTP/80, TLS/443, TELNET/23)

~1 hour to scan 100% of IPv4 on 1 port at 1Gb/s bandwidth

IPv6: not possible to connect to all ~2*128 IP addresses...need a smart way of
predicting which IP addresses will most likely respond

IPv6 scanning is an open research problem!
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“Internet search engines”
exist to help map and track
all services on the Internet
Companies operating
Internet search engines scan
the Internet for you
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Internet Scanning

- Researchers use Internet scanning to:

- Uncover new attacks (e.g., DDoS amplification techniques, email delivery security)
- Understand botnets (Mirai)

- Find cryptographic weaknesses (TLS, SSH, Web PKI)

- Examine industrial control system/ loT deployment

- Study censorship

- Measure operator behavior



Internet Scanning

- Researchers use Internet scanning to:
- Uncover new attacks (e.g., DDoS amplification techniques, email delivery security)
- Understand botnets (Mirai)
- Find cryptographic weaknesses (TLS, SSH, Web PKI)
- Examine industrial control system/ loT deployment
- Study censorship
- Measure operator behavior

- Attackers use Internet scanning to:
- Find and exploit services



Common practices for good Internet scanning citizenship

- Slow down scanning speeds to not overwhelm end networks (major

bottleneck in Internet scanning)

You might have a 40Gb/s link--but you should not be scanning at 40Gb/s, or you might denial
of service a small end-network



Common practices for good Internet scanning citizenship

- Slow down scanning speeds to not overwhelm end networks (major

bottleneck in Internet scanning)

- You might have a 40Gb/s link--but you should not be scanning at 40Gb/s, or you might denial
of service a small end-network

- Configure source scanning address to

- (1) point to a DNS record that indicates the
scanning is a part of a research study (e.g.,
research.esrg.stanford.edu)

- (2) host a webpage that explains the nature
of scans

- (3) provide an email address that can be
contacted to request exclusion from future
scans



Common practices for good Internet scanning citizenship

- Slow down scanning speeds to not overwhelm end networks (major

bottleneck in Internet scanning)

- You might have a 40Gb/s link--but you should not be scanning at 40Gb/s, or you might denial
of service a small end-network

- Configure source scanning address to

- (1) point to a DNS record that indicates the
scanning is a part of a research study (e.g.,
research.esrg.stanford.edu)

Stanford University

Why am | receiving connection attempts from this host?

- (2 ) h OSt a We b pag e th at eXp I al n S th e n atu re These connections are part of a long-term computer science research project at Stanford University. This
research involves making a small number of harmless connection attempts to every publicly accessible
Of Sca N S computer worldwide each day. This allows scientists to measure the global Internet and analyze trends in
technology deployment and security.
- (3) prOV|de an emall address that Can be As part of this research, every public IP address receives a handful of packets on common ports. These
consist of standard connection attempts followed by RFC-compliant protocol handshakes with responsive
CO ntacted to req u eSt eXCI u S I O n fro m futu re hosts. We never attempt to exploit security problems, guess passwords, or change device configurations.

We only receive data that is publicly visible to anyone who connects to a particular address and port.

scans . .
Why are you collecting this data?




How did DarkSide infiltrate Colonial Pipeline?



How did DarkSide infiltrate Colonial Pipeline?

- “RockYou2021” password leak (~8.2 billion credentials) on the dark web
- Contained an outdated, but still used, credential to a Colonial Pipeline Virtual Private Network
(VPN)

- Businesses typically use a VPN to give remote employees access to internal applications and
data, or to create a single shared network between multiple office locations.

"It was a complicated password, | want to be clear on that. It was not a Colonial123-type
password." - Colonial Pipeline CEO in Senate Hearing



';--have i been pwned?

lemail or phone (international format)

[ & [ {m (< 4. [

[©

ﬁmyspace

Largest breaches

Collection #1 accounts
Verifications.io accounts
Onliner Spambot accounts

Data Enrichment Exposure
From PDL Customer
accounts

Exploit.In accounts
Facebook accounts

Anti Public Combo List
accounts

River City Media Spam List
accounts

MySpace accounts
Wattpad accounts

Check if your email or phone is in a data breach

Recently added breaches

CoinMarketCap accounts
Thingiverse accounts
Playbook accounts

Fantasy Football Hub
accounts

Republican Party of Texas
accounts

LinkedIn Scraped Data
accounts

Ajarn accounts
Epik accounts
IndiaMART accounts

Imavex accounts




How did DarkSide infiltrate Colonial Pipeline?

- “RockYou2021” password leak (~8.2 billion credentials) on the dark web

Contained an outdated, but still used, credential to a Colonial Pipeline VPN

Businesses typically use a VPN to give remote employees access to internal applications and
data, or to create a single shared network between multiple office locations.

- Scanned to find all VPNs (e.g., port 427 if using VMware ESXi, port 3389 if
searching for applications that use the Remote Desk Protocol)



How did DarkSide infiltrate Colonial Pipeline?

- “RockYou2021” password leak (~8.2 billion credentials) on the dark web

Contained an outdated, but still used, credential to a Colonial Pipeline VPN

Businesses typically use a VPN to give remote employees access to internal applications and
data, or to create a single shared network between multiple office locations.

- Scanned to find all VPNs (e.g., port 427 if using VMware ESXi, port 3389 if
searching for applications that use the Remote Desk Protocol)

- Try the Colonial Pipeline/leaked credentials

- Attempted the credential---no two-factor authentication (legacy VPN)---so it

just worked!

Direct access to internal network/systems/files.



Once inside a network, attackers “laterally move”

Lateral Movement:
Attacker movement between internal machines

Hopper: Modeling and Detecting Lateral Movement

Grant Ho, UC San Diego, UC Berkeley, and Dropbox; Mayank Dhiman, Dropbox;
Devdatta Akhawe, Figma, Inc.; Vern Paxson, UC Berkeley and International
Computer Science Institute; Stefan Savage and Geoffrey M. Voelker,

UC San Diego; David Wagner, UC Berkeley

https://www.usenix.org/conference/usenixsecurity21/presentation/ho



Lateral Movement

(1) Reconnaissance: explore and map the network (e.g., netstat, ifconfig, arp

cache, ip tables...)
(2) Privilege Escalation: gain access to the credentials needed to log into the next

server (e.g., social engineering, exploit)
(3) Movement



DarkSide succeeds in lateral movement...and
begins encrypting ~100GB of their files



Aftermath of Colonial Pipeline Hack

- Colonial Pipeline shuts down to stop
lateral movement / ransomware spread
- FBI, CISA, DoE, DHS all notified

- Colonial Pipeline pays ransom

It is illegal for companies to pay ransom to
terrorist organizations, but it is not illegal (only
“advised against”) to pay ransoms in general



Aftermath of Colonial Pipeline Hack

- Colonial Pipeline shuts down to stop
lateral movement / ransomware spread
- FBI, CISA, DoE, DHS all notified

- Colonial Pipeline pays ransom

- ltis illegal for companies to pay ransom to
terrorist organizations, but it is not illegal (only
“advised against”) to pay ransoms in general

- Colonial ends up using its own back-ups
to restore data

Mashable  BlackFriday  Tech L ife  Social Good  Entertainment  Deals

Colonial Pipeline reportedly paid millions for slow-ass
decryption software

The company reportedly forked over nearly $5 million worth of bitcoin.
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Aftermath of Colonial Pipeline Hack

- Colonial Pipe”ne shuts down to Stop Colonial Pipeline reportedly paid millions for slow-ass
decryption software
Iateral movement / ransomware Spread The company reportedly forked over nearly $5 million worth of bitcoin.
- FBI, CISA, DoE, DHS all notified —
= =z
- Colonial Pipeline pays ransom pommscaso
- ltis illegal for companies to pay ransom to Pipeline Hackers Say They're ‘Apolitical,’

Will Choose Targets More Carefully Next

terrorist organizations, but it is not illegal (only Time

“advised against’) to pay ransoms in general s e g g s i
- Colonial ends up using its own back-ups soanecnis

to restore data
- DarkSide regrets going high-profile



Aftermath of Colonial Pipeline Hack

Colonial Pipeline shuts down to stop
lateral movement / ransomware spread
FBI, CISA, DoE, DHS all notified

Colonial Pipeline pays ransom
- ltis illegal for companies to pay ransom to
terrorist organizations, but it is not illegal (only
“advised against”) to pay ransoms in general

Colonial ends up using its own back-ups
to restore data

DarkSide regrets going high-profile

FBI recovers some of the ransom money
(blockchain analysis + secrets)

Mashable Black Friday ~ Tech  Life  Social Good  Enterta inment  Deals

Colonial Pipeline reportedly paid millions for slow-ass
decryption software

The company reportedly forked over nearly $5 million worth of bitcoin.

2 f ¥ o

= (VicES
Pipeline Hackers Say They're ‘Apolitical,’
Will Choose Targets More Carefully Next
Time

“Our goalis to make money, and not creating problems for society,” the
statement continues.

N p r S NEWSLETTER! S QSIGNIN  @NPRSHOP  [CENeIUAT

NEWS * CULTURE J MusIC @ PODCASTS & SHOWS Q SEARCH
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How A New Team Of Feds Hacked The Hackers
And Got Colonial Pipeline's Ransom Back

JUNE 8, 2021- 2:08 AM ET

8 veresss oo




DarkSide has used more sophisticated ways to gain

access to networks...

- Critical VPN/ Remote Access tools CVEs (Common Vulnerabilities and

Exposures)

CVE-2021-20016 : “A SQL-Injection vulnerability in the SonicWall SSLVPN SMA100 product allows a

remote unauthenticated attacker to perform SQL query to achieve remote control execution”

to achieve remote control execution

30,998

- Y
*

France 3,905
United States 3,657
Germany 3475
China 2623
Brazil 2,588

More.

VMware ESXi 6.7.0

23,095

>

©
hd

France 3,625
Brazil 2,934
United States 2,263
Germany 2,155
China 1125

VMware ESXi 6.5.0

CVE-2019-554/ CVE-2020-3992: Targets a use-after-free bug in VMware ESXi that allows an attacker

May 2021 (Shodan)

https://cybersecurityworks.com/blog/ransomware/darkside-the
-ransomware-that-brought-a-us-pipeline-to-a-halt.html


https://www.tenable.com/cve/CVE-2021-20016

The BrightSide of DarkSide

S Darkside

cC @

Darkside




An increasingly common variation: software
supply chain attacks



MOVEit ransomware attacks - 2023

- Zero-day SQL injection vulnerability in MOVE:it file transfer software
New CVE, old OWASP vulnerability class

- CIOp ransomware gang seem to have developed attack for ~2 years before
mass-exploiting organizations using MOVEit



MOVEit ransomware attacks - 2023

- Zero-day SQL injection vulnerability in MOVE:it file transfer software
- New CVE, old OWASP vulnerability class

- CIOp ransomware gang seem to have developed attack for ~2 years before
mass-exploiting organizations using MOVEit

- Hundreds of organizations affected, including British Airways, the BBC, Shell,
Ernst & Young, US Medicare/Medicaid Services, US Department of Energy...
and Stanford Healthcare and LPCH

= MIGEEBR soomne ssoess conume o e sormes scomee secommre oo sson o
e R MOVEit victim count latest: 2.6K+ orgs hit,
A Russia-Based Hacking Rampage Hits US Agencies 77M+ people's data stolen

and Exposes Mil I ions Real-life impact of buggy software laid bare — plus: Avast tries to profit from being caught up in
attacks
The ransomware gang Clop exploited a vulnerability in a file transfer service. The flaw is now patched, but the damage is
still coming into focus.

A Jessica Lyons




MOVEit ransomware attacks - 2023

- Zero-day SQL injection vulnerability in MOVEit file trepefarcafhuara

N bility cl [ '
e Vi s (oo erability class Via Zellis (payroll

- CIOp rd health tech services fem to have developed attq Services provider)  f5rg
mass-¢ geniractor) ons using MOVEit iy

- Hundreds of organizz.ns affected, including British Airways, the BBC, Shell,
Ernst & Young, US Medicare/Medicaid Services, US Department of Energy...
and Stanford Healthcare and LPCH

Via Welltok (patient MOVEit victim count latest: 2.6K+ orgs hit,
A Russia-Based Hacking Ra engagement & 77M+ people's data stolen

Real-life impact of buggy software laid bare — plus: Avast tries to profit from being caught up in
attacks

and Exposes Millions wellness platform)

The ransomware gang Clop exploited a vulnerability in a file transfer service. The flaw Is now patched, but the damage is
still coming into focus. A Jessica Lyons




MOVEit ransomware attacks - 2023

-  MOVEit issued a patch quickly and organizations scrambled to apply it, but

attackers were faster
- CIOp has demanded money from organizations in exchange for not leaking all

their data
- Many leaks subsequently happened



How should one protect an Internet service
from Internet Scans?



Defenses against Internet Scanning Easier said than

done!

- Don’t expose unnecessary services to the public internet =
- Use 2FA to minimize impact of a compromised credential
- Constantly upgrade (CVEs get patched all the time)



Defenses against Internet Scanning Easier said than

done!

- Don’t expose unnecessary services to the public internet =
- Use 2FA to minimize impact of a compromised credential
- Constantly upgrade (CVEs get patched all the time)

Not a sufficient substitute (i.e., obscuring a service):

- Use IPv6 address
May show up in passive data sources (e.g., DNS, network taps)

- Use an unassigned/unexpected port
New scanners/techniques have been developed to find such hosts



People try security by obscurity, but are still findable

Unknown Service NXdUnknown Service - across ports '><><‘Unexpected Service E###HE xpected Service
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Port Number
LZR: Identifying Unexpected Internet Services
Predicting IPv4 Services Across All Ports
Liz Izhikevich Renata Teixeira Zakir Durumeric
Stanford University Inria, Paris* Stanford University Liz Izhikevich Renata Teixeira Zakir Durumeric
Stanford University Inria, Paris Stanford University




Security Through Obscurity: Port Knocking

Linux Firewall
Step 1 - Open SSH

WebServer “‘Knock” on a sequence of

; ports before being allowed
into the port that is hosting
the service

Remote Cliente
Port Knocker

p- ™
R\

—

- Unsolved: how to
detect and bypass port
knocking

TecAdmin.net

WebServer

Step 2 — RSA Key Authentication
.
Private key

SSH Connection




Where do other attackers originate?
What do they target?



Bureau 121

- A group within the North Korean General Bureau of Reconnaissance that is in
charge of cyber warfare

- UN 2019 reported that North Korea raised > $2 billion from hacking (and
spends the $ on nuclear missile development)

- North Korea generally denies involvement

- Affiliated with Lazarus group (also from North Korea)

- U.S Justice Department indicted 3 men from this group for:
- 2014 hack of Sony Pictures
- the global “WannaCry ransomware contagion” of 2017

- the theft of roughly $200 million and attempted theft of more than $1.2 billion from banks and other
victims worldwide.



WannaCry / WannaCrypt Attack

- The NSA developed an exploit (“EternalBlue™) and a backdoor tool
(“DoublePulsar”) that both target Microsoft SMB (port 445)

SMB “Server Message Block” protocol allows users to access files on remote servers

Exploit/backdoor sends specially crafted packets using SMB to allow for remote code execution on server



WannaCry / WannaCrypt Attack

- The NSA developed an exploit (“EternalBlue™) and a backdoor tool
(“DoublePulsar”) that both target Microsoft SMB (port 445)

-  SMB “Server Message Block” protocol allows users to access files on remote servers

- Exploit/backdoor sends specially crafted packets using SMB to allow for remote code execution on server

- Exploit/Backdoor leaked by “The Shadow Brokers” hacker group

- Microsoft releases patches (Microsoft was unaware that vulnerabilities had even existed
before..)...but not all organizations update in time



WannaCry / WannaCrypt Attack

- The NSA developed an exploit (“EternalBlue™) and a backdoor tool
(“DoublePulsar”) that both target Microsoft SMB (port 445)

-  SMB “Server Message Block” protocol allows users to access files on remote servers

- Exploit/backdoor sends specially crafted packets using SMB to allow for remote code execution on server

- Exploit/Backdoor leaked by “The Shadow Brokers” hacker group

- Microsoft releases patches (Microsoft was unaware that vulnerabilities had even existed
before..)...but not all organizations update in time

- Bureau 121 uses EternalBlue and DoublePulsar to build a ransomware attack
(WannaCry)



WannaCry / WannaCrypt Attack

- Upon Infection, WannaCry will:
- (1) Encrypt all the content + demands a ransom
- (2) Scan for other vulnerable targets (within internal network and external network) to replicate
infection



WannaCry / WannaCrypt Attack

- Upon Infection, WannaCry will:
- (1) Encrypt all the content + demands a ransom
- (2) Scan for other vulnerable targets (within internal network and external network) to replicate
infection
- If target already has DoublePulsar (creates a back door and allows for root execution of
code):
- Infect machine with WannaCry.
- If target is vulnerable to EternalBlue:
- use EternalBlue to deliver DoublePulsar
- Use DoublePulsar to infects the machine with WannaCry



WannaCry / WannaCrypt Attack

- Within a day the code was reported to have infected more than 230,000 computers in over 150
countries

- ~70K devices (computers, MRI scanners, blood-storage refrigerators) in England’s National Health
Service were estimated to be affected and some non-critical emergencies and ambulances were

diverted
HSR Health Services Research

RESEARCH ARTICLE

Data breach remediation efforts and their implications for
hospital quality

Sung J. Choi PhD %, M. Eric Johnson PhD, Christoph U. Lehmann MD,

First published: 10 September 2019 | https://doi.org/10.1111/1475-6773.13203 | Citations: 7

Principal Findings

Hospital time-to-electrocardiogram increased as much as 2.7 minutes and 30-dav acute

myocardial infarction mortality increased as much as 0.36 percentage points during the
3-year window following a breach.




How to Accidentally Stop a Global Cyber Attacks

By : MalwareTech May 13, 2017 Category : Personal Stories Tags: ms17-010, ransowmare, stories, WannaCry

- WannaCry gets “accidentally” stopped because Marcus Hutchins---a free-lance(ish) security geek---began
reverse-engineering the code and noticed a domain
- Domain was unregistered and it turned out to be a baked in “kill-switch” with the following logic
- If: domain is unregistered, continue with infection
- Else: stop the encryption/infection
- Marcus quickly registered the domain name and the infection stopped (and for the most part doesn’t reach the US)

_______________________________________________________________________________________________________________

\ qmemcpy{&szUrl, sinkholeddomain, 6x39%u); /7 previously unregistered domain, now sinkholed

1 ug = 8; !
E v9 = 8; i
! vid = 83

vl = 83 |
| v12 = 0; i
| u13 = 8; ]
E vis = 83

vh = InternetOpenA(®, 1u, 8, 8, 8);
v5 = InternetOpenUrlA{v4, &szUrl, 8, O, 0x84000000, 0);// do HTTP request to previously unregistered domain
if ( v ) // if request successful quit
{ I
InternetCloseHandle(vi);
InternetCloseHandle(v5);
result = @;
I
I

i
L)
| else // if request fails, execute payload
vy i
I

! InternetCloseHandle(uvi); E
[ InternetCloseHandle(8); |
§ detonate();

' result = @; I
e

, return result; {



Why do hacker groups generally operate out of Russia,
North Korea, China?

- “Anti-western” philosophies
- Good STEM education

- Russia in particular: Russian law only applies to crime against Russia
No pushback from government; sometimes, even encouragement

- North Korea in particular: Goal is to fund nuclear ™

weapons program despite international sanctions Installing a Russian
keyboard deters

Russian attackers
from compromising
the device

)




How are botnets/ contagions” designed from
a systems perspective?



C&C Botnet Anatomy

S(%?v(]:er - Centralized “command and control” (C&C)
E 4 server that instructs the bots what to do
== - C&C server will likely have multiple domains that
the bots can reach it over
Q fomaincom ) - Complicates the process of shutting down botnet: need
to take down all domains, can'’t just take down the actual
server
-  C&C server will likely be hosted on a
“bulletproof” server

||l

B
— —

Bot Bot Bot



Mirai Botnet

-  Command and Control botnet

- At its peak, infected over 600K loT devices (routers, cameras, printers, etc)

- In 2016, orchestrated one of the largest DDoS attacks at 623 Gbps on
https://krebsonsecurity.com/ and against DYN (DNS provider) that GitHub,
HBO, Twitter, Reddit, PayPal, Netflix, and Airbnb all rely on

- Code leaked online -> TONS of new variants


https://krebsonsecurity.com/

Understanding the Mirai Botnet

Manos Antonakakis® Tim Aprilf Michael Bailey® Matthew Bernhard® Elie Bursztein®
Jaime Cochran” Zakir Durumeric® J. Alex Halderman® Luca Invernizzi®
Michalis Kallitsis} Deepak Kumar® Chaz Lever® Zane Ma™ Joshua Mason'
Damian Menscher® Chad Seaman* Nick Sullivan® Kurt Thomas® Yi Zhou'

Akamai Technologies °Cloudflare °Georgia Institute of Technology ~°Google
SMerit Network ' University of Illinois Urbana-Champaign  <University of Michigan
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§3x105 -
3
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1x105
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Figure 3: Temporal Mirai Infections— We estimate of the number of Mirai-infected devices over time by tracking the number of
hosts actively scanning with Mirai fingerprint at the start of every hour. Mirai started by scanning Telnet, and variants evolved to
target 11 additional protocols. The total population initially fluctuated between 200,000-300,000 devices before receding to 100,000
devices, with a brief peak of 600,000 devices.



Mirai is still active

October 2024: Largest DDoS attack on record caused by Mirai variant

Cloudflare's autonomous DDoS defenses mitigate a 5.6 Tbps
Mirai DDoS attack without human intervention

£

CLOUDFLARE

https://blog.cloudflare.com/ddos-threat-report-for-2024-g4/#the-largest-ddos-attack-on-record



Taking down C&C botnets

- Take control of C&C server

- Issue remediation commands to
compromised devices as if C&C had
issued them

- Bots think they’re taking orders from
C&C and clear out the malware




Taking down C&C botnets

- Botnet run by Russian military
hacking group Fancy Bear

- Commodity malware “Moobot”
repurposed to log in to routers

with default admin passwords

- Moobot is a Mirai variant... it
haunts us still

- February 2024: FBI takedown

ffice of Public Affairs

Our Offices Find Help Contact Us

Justice.gov > Office of Public Affairs > News > Press Releases > Justice Department Conducts Court-Authorized Disruption of Botnet
Controlled By The Russian Federation’s Main Intelligence Directorate of The General Staff (GRU)

News

All News

Blogs

Photo Galleries

Podcasts

Press Releases

Speeches

PRESS RELEASE

Justice Department Conducts Court-
Authorized Disruption of Botnet
Controlled by the Russian Federation’s
Main Intelligence Directorate of the
General Staff (GRU)

Thursday, February 15, 2024 For Immediate Release



Taking down C&C botnets

= ‘ KV Botn et” ru n by Ch i nese { fﬁce Of PllbllC Affairs Our Offices Find Help Contact Us
\ .S. Department of Justice _

state-sponsored hacking group
Volt Typhoon

- P rOV i d e d Cove r fo r g ro u p i:uosr::c;lg;\;c;ir?gff;ec:ftiz:IlollincfrAafsfzi‘:(s:tJreNews > Press Releases > U.S. Government Disrupts Botnet People’s Republic of China Used To
working to infiltrate US critical News
infrastructure AllNews U.S. Government Disrupts Botnet

oge People’s Republic of China Used to
Botnet targeted vulnerable Conceal Hacking of Critical

end-of-life routers poncea Hact
- January 2024: FBI takedown

Press Releases .
Wednesday, January 31, 2024 For Immediate Release



Sidenote: State-sponsored hacker working hours

Day of Week
5
Q.

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Hour (China Standard Time)

21 22 23

Source:

https://blog.lumen.com/routers-roasting-on-an-
open-firewall-the-kv-botnet-investigation/



Sidenote: State-sponsored hacker working

Nours

Day of Week
5
Q

0 1 2 3 4 5 6 7 89019 10 11 12 13 14 15 16 17

Hour (China Standard Time)

Source:

https://blog.lumen.com/routers-roasting-on-an-
open-firewall-the-kv-botnet-investigation/

They’re working a 9-5 job!



Peer2Peer Botnet Anatomy

How P2P botnets are often
incorrectly represented
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Peer2Peer Botnet Anatomy

- “Nodes/Peers’: Servers that are

[ Bots connect to multiple ) [ Nodes connect to other ) able to receive incoming
- - connections (i.e., not behind a
e Y| gl Y NAT/Firewall)
- “Workers”: Servers that cannot
l } i l l l receive incoming connections

||

1 = - —

T F % T T T - Commands circulate the P2P
@ w W w network by passing commands
F= &= = = between peers

Commands get passed to a worker
once it reaches out




Peer2Peer Botnet Anatomy

v e
L
|

1 =

[T

[ Bots connect to multiple )

- -

[ Nodes connect to other )

When a worker joins the botnet it
is given a list of IP addresses

(peers) to connect to.

Long list of candidates ensures that
all peers need to be taken down for
new bots to join

If all peers get taken
down...existing bots may
continue to carry out existing
attack



Dismantling P2P Botnets

- Need to introduce many

“deceptive” peers into the network

Bots connect to multiple ) Nodes connect to other - Introduce by advertise the peer as a
nodes nodes

| | new “infected” peer
F @ @ @ - “deceptive” : peers with the intention of
l : : l l l taking down the botnet)

{ 4

- Have the peers provide workers

Ug Lg U.:@HL with peer |IP addresses that only
T }_{ T T T belong to “deceptive” peers
w w @ w - “Deceptive” peers/workers will
&= =3 = e soon become a majority of the
# S ’ network

- At some point, use “deceptive”
network to tell workers to stop



Mozi Botnhet

- Peer-to-Peer botnet

- Discovered in 2019 and supposedly has > 1.5 million peers (majority in
China)

- Uses the Distributed Hash Table (DHT) protocol (i.e., Bittorrent protocol)

- Mostly infects Netgear, D-Link and Huawei routers -> Microsoft shared that
botnet can perform MitM and spoofing attacks

- July 2021: Mozi botnet authors arrested by Chinese law enforcement

- August-September 2023: Sudden drop in botnet activity and activation of
botnet “kill switch”

- Nobody claimed credit for takedown



Bulletproof Hosting



Bulletproof Hosting

- Operators allow/assist in hosting abusive content
- “Basic building block” of malicious activity (proxy, command & control)

\/
Platforms in Everything: Analyzing Ground-Truth
Data on the Anatomy and Economics of
Bullet-Proof Hosting

Arman Noroozian, TU Delft; Jan Koenders and Eelco van Veldhuizen,
Dutch National High-Tech Crime Unit; Carlos H. Ganan, TU Delft; Sumayah Alrwais,
King Saud University and International Computer Science Institute; Damon McCoy,

New York University; Michel van Eeten, TU Delft

https://www.usenix.org/conference/usenixsecurity19/presentation/noroozian
This paper is included in the Proceedings of the

28th USENIX Security Symposium.
August 14-16, 2019 - Santa Clara, CA, USA



Bulletproof Hosting

“Static” hosting: organization owns and operates
infrastructure/networks/ASes

(+) Independent, “stable”



Bulletproof Hosting
“Static” hosting: organization owns and operates
infrastructure/networks/ASes

(+) Independent, “stable”

(-) Easily blocked at the AS-level (other ASes would de-peer with them)

(-) Servers at risk of getting seized



Bullet-Proof Hosting

“Agile” hosting: rent/resell infrastructure from legitimate (cheap, often
under-invest in security) ISPs

(+) Malicious traffic mixed with benign traffic -> hard to block



Bullet-Proof Hosting

“Agile” hosting: rent/resell infrastructure from legitimate (cheap, often
under-invest in security) ISPs

(+) Malicious traffic mixed with benign traffic -> hard to block

(-) Upstream providers can get angry, infrastructure can get shut-down



MaxiDed bulletproof hosting

Anatomy of MaxiDed ’s business - Maxided uses 395 unique upstream
ASes

- $ 3.3M revenue

Customers

Server +
Network Infra.

Marketplace

Resell
..... )

Merchants

Malicious
Server

Upstream
Hosting
Providers




Server is not responding !

That’s a steep price!

: ? Server is down ! )
[Prowder: IP was null-routed. Assigned ALT IP. Don’t ] ( C
abuse
Configure Intel Xeon E5650, Saudi Arabia (Provider: It was suspended due to abuse complaints )
Easily add hardware & software upgrades to server Th? server I have allows ‘..., xrumer, ...’ X —
(See ‘allowed’ in Figure 2a) You were informed of what it is used for!
o : ; Provider: What were you running ? )
o ( (Provider: Pay “abuse fee” and server will be re-enabled )
Data center:
Speed Test Files: Private Network - more freedom of content and speech ( AR con )
how much ?
Delivery time: Unix/Linux-based OS — 24 hours. Windows-based OS — 48 hours. (Pm"ide" OK. Proceed. ) ‘
Allowed: adult, erotic, movies, doorways, dating, vpn, blogs (PI'OVidel‘ : $300
A Xrumer, Zi and etc. Use without proxy Reinstall OS please. I had C&C and XOR DDoS
Not Allowed: CP, Zoo, anti-government sites on it. Possibly causing complaints. (Provider: .+« Invoice sent ...

(vaider: Done ... should be up in a few minutes

(D)

(a) (b) (©
Figure 2: Examples of MaxiDed’s bullet-proof behavior. (a) screenshot of server publicly advertised to customers. (b) and (c) are excerpts of a
conversation between customer and administrator (edited for readability).



The End.

But take CS 155 and CS 356 if you want more!



