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Old School Websites
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https://crypto.stanford.edu/~dabo/

https://people.eecs.berkeley.edu/~daw/
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https://crypto.stanford.edu/~dabo/

https://people.eecs.berkeley.edu/~daw/

Old School Modern(?) Websites
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Modern Websites
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What happens on page load?
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Modern Websites
Third-party resources
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https://securepubads.g.doubleclick.net/tag/js/gpt.js

https://nytimes.com



Modern Websites
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Third-party resources

https://almanac.httparchive.org/en/2021/third-parties#fig-12

• Libraries including for ads, 
tracking, and analytics 

• Fonts and style sheets 

• Media (images, videos, icons) 

• Performance (CDNs)

Why third-party resources? 

💡 Diverse content and utilities 
developed/hosted by other entities



Modern Websites
Third-party resources
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https://securepubads.g.doubleclick.net/tag/js/gpt.js

https://nytimes.com



Modern Websites
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Third-party resources

• Potential downsides? 

• Performance costs 

• Privacy risks 

• Security risks



🕸 “Tangled Web” of dependencies 
Case study: HTTPS

11Kaspersky, 2013

GlobalSign, 2018
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Case study: HTTPS

🕸 “Tangled Web” of dependencies 



13https://letsencrypt.org/stats/#percent-pageloads

🕸 “Tangled Web” of dependencies 
Case study: HTTPS



• > 90% of websites use third-party resources  

• Median: 23 third-party resource loads

🕸 “Tangled Web” of dependencies 
Case study: HTTPS [WWW ’17]

• 28% of websites blocked from upgrading to 
HTTPS because of third-party dependencies 
that are unavailable over HTTPS 

⛓💥 Weakest link security across a publisher’s 
third-party resource dependencies

👋 

14



Web Infrastructure Visibility
Research applications
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👋 



`
Research applications
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👋 

How do you obtain 
better web visibility?



Web Infrastructure Visibility
Business applications
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Web Analytics and Tracking
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Web Tracking
Cookies and pixels and fingerprinting, oh my!

• Techniques 

• Tracking code, pixels 

• Browser cookies 

• Fingerprinting

19



Tracking via HTTP
Tracking pixels and code
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GET https://track.com/pixel?foo=… 
Referer: https://nytimes.com/

HTTP/3 200 OK 
[1x1 PNG file]

foo=… 
referer=nyt

..
.
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GET https://nytimes.com/ HTTP/3

HTTP/3 200 OK 
index.html

Track DB

👁 👄 👁❓ 
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/



HTTP Cookies Refresher
Maintaining state in the client-side
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RFC 6265 (2011)

“These header fields can be used by HTTP servers to store state 
   (called cookies) at HTTP user agents, letting the servers maintain a 
   stateful session over the mostly stateless HTTP protocol. Although 
   cookies have many historical infelicities that degrade their security 
   and privacy, the Cookie and Set-Cookie header fields are widely used 
   on the Internet.”
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Tracking via HTTP
Setting HTTP cookies

22

 C
li

en
t

 S
er

ve
r

POST https://a.et.nytimes.com/track HTTP/3

HTTP/3 200 OK 
Set-Cookie: SIDNY=…

GET https://nytimes.com/article HTTP/3 
Cookie: SIDNY=…

..
.



HTTP Cookies Refresher
Maintaining state in the client-side
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies#define_where_cookies_are_sent

• Cookie scope: defined by Domain and Path attributes

first- 
party

third- 
party

“cross-
site”

What’s so yummy about 
third-party cookies?



Evolution of Cookies
Evercookies (aka Zombie Cookies)
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https://www.theguardian.com/world/interactive/2013/nov/01/snowden-nsa-files-surveillance-revelations-decoded

“Tor Stinks” NSA Top Secret Presentation (2012)

https://samy.pl/evercookie/



Evercookies (aka Zombie Cookies)

https://www.theguardian.com/world/interactive/2013/nov/01/snowden-nsa-files-surveillance-revelations-decoded

https://samy.pl/evercookie/

Evolution of Cookies

25

“Tor Stinks” NSA Top Secret Presentation (2012)



Evolution of Cookies
Same-Origin Policy (SOP) for scripts and documents

• Same-origin policy: restricts how a script loaded by one origin can interact 
with a resource from another origin’s DOM (HTML, images, etc.) 

• Origin: (protocol, port [if specified], host) 

• Enforced by client browser 

• Example: isolating website A from reading data (via JavaScript execution) 
from email service B for a user signed into B in the same browser 

But wait, SOP doesn’t apply to cookies…

26

Recall: cookie scope 
is not origin-based



Cookies Today
Cookie syncing
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[WWW ’19]

💡 — different 
companies collude to 
share cookie 
information using 
redirects to subvert 
SOP isolation

Say: tracker.com and  
advertiser.com are 
in cahoots to be the 
most pervasive ad 
targeting duo!
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Cookies Today
Cookie syncing
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[WWW ’19]

advertiser.com tracker.com

🤝
tracking user123/

userABC across all sites 
they visit 

💡 — different 
companies collude to 
share cookie 
information using 
redirects to subvert 
SOP isolation

Say: tracker.com and  
advertiser.com are 
in cahoots to be the 
most pervasive ad 
targeting duo!



Cookies Today
Cookie syncing
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[WWW ’19]

advertiser.com tracker.com

🤝
tracking user123/

userABC across all sites 
they visit 

2019: 78% of top 200 
websites use CSync! 

💡 — different 
companies collude to 
share cookie 
information using 
redirects to subvert 
SOP isolation

Say: tracker.com and  
advertiser.com are 
in cahoots to be the 
most pervasive ad 
targeting duo!



No More Third-Party Cookies!
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No More Third-Party Cookies!
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Oh wait…



Fingerprinting
Like biometrics, but digital?
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• Combination of device hardware, browser properties, user behavior

https://amiunique.org/fingerprint 

https://amiunique.org/fingerprint


Fingerprinting
Like biometrics, but digital?

35

• Harder to change, obfuscate, or spoof meaningfully 

• Parallel to biometrics in authentication

• Combination of device hardware, browser properties, user behavior



Web Tracking
Major players

• Vantage point of prevalent entities 

• Google (82.2% 🙀): analytics and 
advertising 

• Facebook: social sharing, 
tracking, advertising 

• Cloudflare, Akamai: CDNs

36

Company (by AS) Type % Top 1M

Google All 82.2

Facebook Social 34.1

Amazon EC2 Cloud 32.6

Cloudflare CDN 30.7

Akamai CDN 20.3

Most prevalent ASes that serve content in top 1M sites

[WWW ’17]



37c/o 3Pweb, Feb 2025



38c/o 3Pweb, Feb 2025

Why do the prevalences of 
third-party entities  differ?



39c/o 3Pweb, Feb 2025

Why do the prevalences of 
third-party entities  differ?

Which sites were 
measured

When sites were 
measured

How entities were 
determined



Top Lists

• Site “popularity” as a proxy for: 

• Scale of impact for some phenomenon 

• How mainstream a site is 

• Web measurements: historically use a “top 1M” list 

• Exercise: define a metric for website popularity

40

Which sites were 
measured



Top Lists
Overview of “popularity” definitions

• Alexa: browsing behavior of millions of users through 25K partner browser 
extensions and websites embedding Alexa Certify scripts 

• Cisco Umbrella: Cisco’s DNS resolvers’ vantage point 

• Majestic Million: Majestic SEO’s count of backlinks per site (referer) 

• SecRank: DNS features from a major Chinese resolver [USENIX ’22] 

• Quantcast: page visitor counts via analytics scripts 

• Tranco: aggregates Alexa, Umbrella, and Majestic list over 30-day window to 
improve stability/robustness (time, adversarial manipulation) [NDSS ’19]
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Top Lists
If “popularity” is squishy…

• 2022: Google Chrome publishes 
Chrome User Experience Report 
(CrUX) 

• Browsing behaviors of Chrome 
users that “opt in” to telemetry and 
usage statistics reporting 

• 🔗 https://github.com/zakird/
crux-top-lists 

• Exercise: CrUX limitations? 

42

https://github.com/zakird/crux-top-lists
https://github.com/zakird/crux-top-lists
https://github.com/zakird/crux-top-lists


How entities were 
determinedWeb Tracking

Understanding entities

• Entity categorization: for blocking and 
measurements 

• EasyList: https://easylist.to/ 

  

• Third Party Web: https://github.com/
patrickhulce/third-party-web  

• Public Suffix List (Mozilla): https://
publicsuffix.org/learn/ 
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https://easylist.to/
https://github.com/patrickhulce/third-party-web
https://github.com/patrickhulce/third-party-web
https://github.com/patrickhulce/third-party-web
https://publicsuffix.org/learn/
https://publicsuffix.org/learn/
https://publicsuffix.org/learn/
https://publicsuffix.org/learn/


Web Monetization
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How did we get here?



Online Advertising
A brief history

47https://en.wikipedia.org/wiki/Timeline_of_online_advertising

1970 1980 1990 2000 2010

1970s—80s: text-based 
advertising (email and 
forum post spam)

1992: NSF lifts ban on 
commercial use of 

NSFNET

1997: pop-up ads 
invented

1998: launch of first ad 
exchange (OpenX) and 
search engine Google

Early 2000s: 
advent of search 

advertising

2004: Facebook 
launches, social 
media advertising

2005: early 
demand-side 
platforms (Criteo)

2006: browser-based ad 
blocking begins; start of 
native advertising 

Late 2000s: start 
of behavioral 
targeting with 
Facebook’s 
Beacon launch

... ...

2009: Google 
DoubleClick

2010s: social media 
platforms display 
promoted and 
sponsored posts 

...

[Timeline not to scale]



Online Advertising
Leveraging web tracking

• Targeted advertising based on user browsing 
behavior (among other things…) 

• 💡 the more targeted the ads… 

• Better conversion of advertiser ad spend (ROI) 

• More advertisers willing to pay a higher price 
for your ad slots 

• How do price negotiation and ad placement work?

48

Senator, we 
run ads.

How do you sustain a business 
model [where users] don’t pay?



Online Advertising
Stakeholders

49https://upload.wikimedia.org/wikipedia/commons/thumb/d/da/Adservingfull.svg/2880px-Adservingfull.svg.png



Online Advertising
Publishers

• Publishers: website operators (that “publish” site content) 

• Example: nytimes.com, infowars.com, cs249i.stanford.edu 

• Ad slots: (1) dynamically/programmatically bought or (2) directly bought

50



Online Advertising
Supply-side platforms (SSPs)

51

• SSPs service publishers (hence “supply-side”) to maximize the selling price of 
ad impressions 

• Example: OpenX, Pubmatic, Google Ad Manager, AppNexus/Xandr 

• DMPs provide SSPs data to create impression targeting profiles

DMP data: 

[FOO]



Online Advertising
Advertisers
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• Advertisers: entities looking to advertise to an online audience 

• Example: Crocs, Ozempic 🤨 , political action committees 



Online Advertising
Demand-side platforms (DSPs)

53

• DSPs : advertisers : : SSPs : publishers 

• Advertisers use DSPs to purchase ad impressions as cheaply as possible from 
Ad Exchanges via real-time bidding (RTB)  

• Example: Google DoubleClick, Criteo, QuantCast

<100ms



Online Advertising
Ad exchanges
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• Ad exchange: facilitates RTB for supply-side ad slots between demand-side 
bids based on the properties of the ad slot; takes a cut of the winning bid 

• Example: Google DoubleClick, Facebook Exchange, Pubmatic



Real-Time Bidding (RTB)
Programmatic advertising

• Real-time auction process facilitated by ad exchanges for ad inventory  

• Pricing models: 

• Cost per mille (CPM): per 1K impressions 👑 

• Cost per click (CPC): per click 

• Cost per acquisition (CPA): per converted purchase 

• Methods: 

• Waterfall bidding 

• Header bidding

55



Real-Time Bidding (RTB)
Request

56c/o OpenRTB

Impression / ad slot details

Publisher details

User details



Real-Time Bidding (RTB)
Response

57c/o OpenRTB



Waterfall bidding (traditional)

58

• Publishers give SSPs + ad exchanges pre-determined rank  

• Based on historical performance/ROI with publisher 

• Publisher sets floor bid rate 

• Impressions trickle down rank “waterfall” (along with floor 
rate) until they are sold 

• Issues: 

• Slow (serial bidding offers) 

• Anti-competitive (Google has an SSP, DSP, Ad Exchange)

Real-Time Bidding (RTB) https://prebid.org/about/



Header bidding motivation

• Waterfall bidding: anti-competitive and 
opaque to advertisers and publishers 

• 💡 cut out middleman ad exchanges? 

• Publishers: maximize revenue 

• Advertisers: equal opportunity to bid

59

Real-Time Bidding (RTB)
[middlemen]

https://prebid.org/about/



Header bidding

• Every bidder (DSP) can bid at the same time, so 
(theoretically) DSPs should bid closer to the true 
value of the impression 

• Implementation: 

• Client-side (Prebid.js) 

• Finer access to cookies, but page load cost 

• Server-side (at SSP) 

• Requires CSync, latency to RTB pipeline

60

Real-Time Bidding (RTB)



• 2019: ~15% of top websites use 
header bidding 

• Major DSPs in header bidding also 
dominate waterfall market 

• Header bidding latency is a median 
3x higher than waterfall

61

Real-Time Bidding (RTB)
Header bidding in client-side browser



Other Monetization
Revenue streams, alternative platforms

Content creators / publishers: 

• Donations 

• Mainstream payment processors (PayPal, Stripe) 

• Cryptocurrency exchanges, gift cards (Steam, Amazon) 

• Subscriptions and affiliate marketing 

Ad ecosystem middlemen:  

• Selling user data

62



Other Monetization
Data brokering

• Consumer data-as-a-service!  

• Beyond targeted advertising 

• Background checks (housing and job 
applications) 

• Cellphone location, home utility data for 
DHS deportations 

• Geolocation data for the FBI 

• Examples: Acxiom, Experian, Spokeo, 
Cambridge Analytica

63

2013 Congressional testimony of Pam Dixon (Executive Director, World Privacy Forum)



Privacy, Security, Safety
Consumer concerns

• Bad faith (by platforms and ad 
ecosystem stakeholders) 

• Deception and dark patterns  

• Anti-competition / monopoly power 

• Reinforcing systemic oppression with 
new scale and modalities 

• Physical well-being: health 
misinformation, stalking

64



Geopolitical concerns

• Nation-state conflicts 

• Operational security (OPSEC): extortion 
of political officials, espionage 

• Information operations (IO): 
disinformation and harassment 
campaigns 

• Government propaganda and surveillance

65

Privacy, Security, Safety



Privacy, Security, Safety
Geopolitically

• Nation-state conflicts 

• Operational security (OPSEC): extortion 
of political officials, espionage 

• Information operations (IO): 
disinformation and harassment 
campaigns 

• Government propaganda and surveillance

66



Policy & Regulation

67

Disclaimer: I am not a lawyer ☝🤓 



General Data Protection Regulation (GDPR)
EU setting the standard

“Everyone has the right to respect for his 
private and family life, his home and his 
correspondence.” 

• 7 data protection principles — by design and by default. Of note: 

• Lawfulness, fairness, and transparency 

• Purpose limitation, data minimization 

• Accountability

68

Consent: freely given, specific, 
informed, and unambiguous



General Data Protection Regulation (GDPR)
(No) Effect on Third Parties…

69

[WWW ’18]

[TWEB ’21]

[Asia CCS ’19]



Cookie Banners
Illusions of control and the death of usability
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https://www.deceptive.design/hall-of-shame

Dark patterns

71

https://www.reddit.com/r/assholedesign/

• Deceptive design patterns to trick users 

• Not so GDPR-compliant 🤨 



Dark patterns

• 1.8K instances across 1,254 of 11K (11%) 
shopping websites 

• ⬆ site popularity, ⬆ usage of dark patterns 

• Dark patterns-as-a-service: 22 third parties 

• Taxonomy of 15 types of dark patterns
72



More policy as a treat 😋 

73



California Consumer Privacy Act (CCPA)
Opting out of data brokering

• No federal data privacy law in the US 

• CCPA: protecting personal data of California residents via opt-out, applying to 
for-profit businesses handling their data 

• Enacted 2018, effective 2020 

• California Privacy Rights Act (CPRA) amends CCPA: better align with GDPR 

• 20 states have passed comprehensive data privacy laws

74

https://www.whitecase.com/insight-our-thinking/us-data-privacy-guide



DoNotTrack (DNT)
Lessons learned

• DNT: non-standard HTTP header  

• “Please don’t track me 🥺” 

• Deprecated 🪦  

• Why did it fail? 

• No teeth for legal authority 

• Ironically, a potential data point for 
fingerprinting 🤡 
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DNT ➡ Global Privacy Control (GPC)
Opt-outs enabled by CCPA

• Like DNT, but this time, given 
teeth by CCPA  

• Another HTTP request header 

• Updated Jan 2025

76https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Sec-GPC#browser_compatibilityhttps://w3c.github.io/gpc/


