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What’s in a Name? Exploring CA Certificate Control
• Zane Ma, Joshua Mason, Manos Antonakakis, Zakir Durumeric, and Michael Bailey 
• USENIX Security Symposium, August 2021 

https://zakird.com/papers/ca-control.pdf




🫙 Root Stores



Let's Start at the Top — Root Stores

Tracing Your Roots: Exploring the TLS Trust Anchor Ecosystem
• Zane Ma, James Austgen, Joshua Mason, Zakir Durumeric, and Michael Bailey 
• ACM Internet Measurement Conference (IMC), November 2021

https://zakird.com/papers/roots.pdf


Change Over Time



🖨 Certificate Issuance 
and Some History



Historical Validation and Issuance 

Goals: 
1) verify that a network identifier (i.e., IP address or 
DNS Name) controls some cryptographic public key  
 

2) generate a certificate that attests to this linkage. 
 
How to verify? What does “control” mean? 



Historically...  (around 2012...)
Confirming the Applicant as the Domain Name Registrant directly with the Domain Name 
Registrar; Communicating directly with Registrant via address, email, or telephone number 
provided by the Registrar;  

Communicating directly with the Registrant using the contact information listed in the WHOIS 
record’s “registrant”, “technical”, or “administrative” field;  

Communicating with the Domain’s administrator using an email address created by pre-pending 
‘admin’, ‘administrator’, ‘webmaster’, ‘hostmaster’, or ‘postmaster’ followed by the Domain Name;  

Relying upon a Domain Authorization Document;  

Having the Applicant demonstrate practical control over the FQDN by making an agreed-upon 
change to information found on an online Web page identified by a uniform resource identifier 
containing the FQDN;  

Using any other method of confirmation, provided that the CA maintains documented evidence 
that it establishes that the Applicant is the Registrant or has control over the FQDN to at least the 
same level of assurance as those methods previously described. 



Since then... 
(If CA == DNS Registrar) Confirming the Applicant as the Domain Name Registrant 
directly with the Domain Name Registrar; 
Communicating directly with Registrant via address, email, or telephone number provided by 
the Registrar; Communicating directly with the Registrant using the contact information listed in 
the WHOIS record’s “registrant”, “technical”, or “administrative” field;  (based on WHOIS info) 
Communicating with the Domain’s administrator using an email address created by pre-
pending ‘admin’, ‘administrator’, ‘webmaster’, ‘hostmaster’, or ‘postmaster’ followed by the 
Domain Name; 
Relying upon a Domain Authorization Document; Removed  
 

Having the Applicant demonstrate practical control over the FQDN by making an agreed-upon 
change to information found on an online Web page identified by a uniform resource identifier 
containing the FQDN; 
Using any other method of confirmation, provided that the CA maintains documented evidence 
that it establishes that the Applicant is the Registrant or has control over the FQDN to at least 
the same level of assurance as those methods previously described. 



Certificates were not free!



2011: DigiNotar Certificate Authority

Dutch Certificate Authority


Compromised in September 2011 — issued fraudulent certificates 


Dutch Government took over operational control. Declared bankruptcy within three 
weeks — after distrusted by major browsers



2011: TurkTrust Distrust

Turkish CA issued fraudulent certificate for google.com


“Microsoft is aware of active attacks using one fraudulent digital certificate issued by 
TURKTRUST Inc., which is a CA present in the Trusted Root Certification Authorities 
Store,” an advisory from Microsoft noted.


Mozilla distrusted CA.

http://google.com


2013: CAs Discovered through Internet Scanning
Identified 1,800 CA certificates belonging to 683 organizations 

     -  Including religious institutions, libraries, non-profits, 
        financial institutions, governments, and hospitals 

     -  More than 80% of organizations controlling a CA certificate 
        aren’t commercial certificate authorities 

More than half of the certificates were provided by the German National 
Research and Education Network (DFN) 

All major browser roots are selling intermediates to third-party 
organizations without any constraints 

Analysis of the HTTPS Certificate Ecosystem 
Zakir Durumeric, James Kasten, Michael Bailey, and J. Alex Halderman  
ACM Internet Measurement Conference (IMC), October 2013

https://jhalderm.com/pub/papers/https-imc13.pdf


2013: CAs Discovered through Internet Scanning



Let's Encrypt





ACME Protocol



Validation Methods



Since then... automated issuance









A World Wide View of Browsing the World Wide Web 
Kimberly Ruth, Aurore Fass, Jonathan Azose, Mark Pearson, Emma Thomas, Caitlin Sadowski, and Zakir Durumeric 
ACM Internet Measurement Conference (IMC), October 2022

https://zakird.com/papers/browsing.pdf






Certificate Transparency 
and Ecosystem Health



Certificate Transparency... 
What if we put every certificate in a merkle tree?















Symantec Distrust 

"Over a period of several years, Symantec willfully issues over 100 test certificates for 
76 different domains without the authorization of the domain owners. This is discovered 
when Google's Certificate Transparency log monitor detects an unauthorized certificate 
for google.com in Certificate Transparency logs." 

<INSERT TREMENDOUS DRAMA>

Symantec is distrusted by all major platforms due to general malfeasance.

https://security.googleblog.com/2015/10/sustaining-digital-certificate-security.html


And it just keeps going...



Root Store Lag



Root Store Lag




